KLC Vendor Risk / Third-party Assurance Software

Building confident & secure third-party relationships
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Baldwin Questionnaire Assessment - Vendor Form 1 - 2010

Description

Baldwin provides print and docury
“attachments™ tab for SLAs, con

Owner
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Address

22 Main Street
Parsippany M1 07054
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1.0 Policies & Standards

1- Does tlle company have formally documented mformatlon security pollcles

(Section 1 of 11)

for referenceand application?

(®)Yes
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Comment

Attachments
Lli‘ Information Security Policy.doc e

information security program?

() Yes
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and p es that are app d by senior
staﬁ reviewed at least annually, and published approprlatelv as to be avalla ble

Information Security Policy attached. Last reviewed 6/30/2010

2 - Does the company have a designated person respol
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Third Party Risk Name Risk Description Owner Impact Probabiity RiskLlevel RiskEvaluation Narrative Summary

Acme Service Company

Fictitious or
erroneous stock.
option grants
recorded

Stock option grants are fictitious,
erroneous or improperly recorded  Arbor  High
resulting in a misstatement of

stockholders' equity and related

Annette 5 -Very 2-Llow 10

expense accounts.

Grants improperly  Stock option grants, induding
modifications (such as for Arbor
terminated employees) are
inappropriately accounted for,

accounted for

Incorrect date of  Date of grant is incorrectly
grant recorded causing anincorrect  Arbor  High  High
option price to be established.
When the recorded grant date is
prior to the actual date, this may
resultin an artficialy low exerdse

Annette 3- 1-Very

Medium Low

Annette 5 -Very 5-Very

Occurrence would make
headines. However, visiblity
limits likelhood

There have been several
instances of this happening
in the last year. Though
accidental, the potential for
company and personal legal
liability is very high. It does

PROCESS

Centralized and definitive vendor
service catalog and secure vendor
documentation

Custom questionnaire templates and
scoring capabilities

Automated questionnaire
assessments and third-party
response submission workflow

Custom Finding Templates and
remediation tools - analyst review

Proactive notification and
collaboration support

Increased management visibility

Robust custom reporting tools
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KLC Vendor Risk Management - Demo Process
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Benefits Summary

.

N
/ Low Total Cost of Ownership (TCO)

* SaaS delivery model / Configurable / State-of-the-art platform

-

N
( Fast Time to Production = Further Cost Savings = Increased ROI

* Rapid implementation / deployment
* Rapid development (as needed)

* Support (online, email, phone, in-person user training)
.

)
/ Ease of Use

* Intuitive cloud solutions
* Easy to configure, administer, deploy
* No software to install — browser is only requirement

.

)
/ Platform for Growth

 Additional risk management / global reporting needs can be met
* Risks / Controls / Processes / Regulations / Incidents / Certifications

* Roles / Teams / Data Access / Entitlement
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KLC Vendor Risk Management
Configuration and Workflow

KLC / ProcessUnity Dedicated Customer Database Instance
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Scoring Questionnaire Results

Assessment Score

® Based on total score of all
guestions.

® Questions have configurable
scores.

® Aggregation is automatic.

® Number is only meaningful in
context.

® Best Practice: Understand your
overall min and max score and
rate accordingly.

Findings Score

® Based on scores given to the
configurable list of predefined
analyst questions.

® At the question level.
® Color coded.

® Finding can be automatically set
by answers to findings questions,
or subjectively overridden by
analyst.

® Best Practice: Add a finding to
every response during review.
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